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Executive Summary

Serbia has achieved significant progress in digitalising its public administration in recent years, introducing a variety of online services that citizens
make use of on a daily basis. However, with the digitalisation trend accelerating, the crucial cybersecurity aspects of this process are often overlooked. Official records of competent cybersecurity authorities reveal a
steady rise in reported cybersecurity incidents resulting in data loss, data
breaches, malware infections, and ransomware, among others, indiscriminately affecting stakeholders in the public and private sectors, civil society
organizations, and citizens.
Serbia has developed the necessary legislative, strategic and institutional
frameworks regulating the field of cybersecurity, but challenges associated
with the digital domain are increasingly becoming a crucial aspect affecting
everyday life and operations across society, stipulating the need for greater cybersecurity awareness. Risks and threats stemming from the cyber
sphere affect all sectors and stakeholders in society, with public institution
systems and networks, businesses, and individual citizens as the primary
targets of cybercrime.
With the developing trends of increased digitalisation and rising cybersecurity risks in mind, Serbia introduced the National Strategy for Development
of Information Society and Information Security as the most recent strate-
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gic document guiding the country’s approach to the evolving cybersecurity
landscape. The Strategy recognises the importance of strengthening the
capacity of competent cybersecurity authorities to develop and implement
public awareness campaigns and knowledge development programmes in
this field. However, despite recognising a lack of capacities and knowledge
in the public sector as a critical obstacle and a potential root cause of cyber-related risks, the specific actions envisioned by the Strategy to reduce
such risks are relatively limited in scope. To this end, a possible mitigation
approach can be found in establishing cross-sector partnerships among
public sector institutions, private sector stakeholders, academia, the media,
and civil society organisations in the planning and implementation of comprehensive awareness raising programmes.
An analysis of existing and previous cybersecurity awareness raising efforts in Serbia highlights a lack of a sustainable and comprehensive approach communicating the challenges, risks and threats, but also the potential benefits stemming from the digital sphere. An overview of leading
national practices indicates that proactive communication towards constituents, relevant stakeholders and the wider population, in general, is not
practiced by many actors in the field, with only a few public sector entities registering some activity in this respect. On the other hand, those with
communications and campaign experience lack a consistent approach to
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implementing cybersecurity awareness programs. Overall, only a few organizations approach this problem in a systematic manner, providing cybersecurity awareness training as a regular activity.
On balance, there is still a lot of room for making citizens more aware
of the hazards and measures to protect themselves when using and engaging with information technology, electronic services, internet banking,
e-commerce, and similar tools and platforms. Small and medium-sized
enterprises are also in dire need of support in terms of understanding information security regulations and principles and establishing baseline cybersecurity hygienic practices. Currently, despite cybersecurity affecting
all aspects of society, the recognised need for greater awareness raising
efforts is not being translated into action, with only a few publicly known
plans for activities to be undertaken by key authorities or private sector entities.
To establish a better understanding of how to integrate cybersecurity
awareness raising concepts into the overall national cybersecurity framework in Serbia, leading best practices in developing and conducting awareness raising activities have been addressed, implemented by both competent authorities, private sector actors and civil society organizations in
the United Kingdom, Belgium, and Luxembourg. These showcase that gov-
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ernment entities, businesses (technology companies, telecommunications,
software, and financial services), the media, and other relevant non-state
actors all have a role to play in the delivery of successful cybersecurity awareness campaigns, particularly in terms of contributing resources
through direct funding, resource development, or the inclusion of vulnerable groups.
The primary identified purpose of public awareness campaigns is to communicate knowledge about what, why, and how users should employ cybersecure behaviour to protect themselves, their organizations and their
general environment. Appropriately communicating cybersecurity topics
however is a difficult endeavour, since the aim is twofold - to educate people and to increase their capacity to modify their behaviour. Consequently,
to be persuasive, the messages promoted by awareness raising campaigns
need to be simple to draw attention, ensure comprehension and engagement. In addition, the use of appropriate communication channels, techniques and means of communication is crucial to ensure desired outreach.
The selection of communication channels and tools (including TV, radio or
social networks, for example) needs to be aligned with the nature and habits of the targeted audience, taking into account predefined communication
goals.
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Introduction

This report is focused on offering insights into the process of linking problem definition with desired changes in cybersecurity behaviour through
awareness raising and providing relevant guidance for the development of
a thorough strategic approach to designing and implementing a future national cybersecurity awareness raising campaign.

Cybersecurity is a global phenomenon representing a complex socio-technical challenge, affecting, and requiring the engagement of, all actors in society. Although posing as one of the most important challenges faced by governments today, cybersecurity is still perceived as an intangible concept with
general public awareness remaining rather limited to this end. Almost everyone has heard of cybersecurity as a notion, however, the mindfulness and
behaviour of individuals do not indicate a high level of awareness. Paradoxically, greater cybersecurity awareness, and the fundamental need for instilling comprehensive cyber hygiene culture, has never been more critical.
Providing a high-level overview of cybersecurity awareness practices in
Serbia, the report analyses existing and former campaigns implemented at
the national level which directly or indirectly addressed the issue of cyber
security of citizens, various vulnerable groups, employees in the public and
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private sector, small and medium enterprises, media and civil society organisations. This is supplemented by an analysis of existing strategic plans
that include activities related to cybersecurity raising awareness, with a
primary focus on the Strategy for the Development of the Information Society and Information Security and its accompanying action plan.
This is followed by a deep dive into existing cybersecurity awareness campaigns conducted by the United Kingdom, Belgium and Luxembourg. Focus
is placed on sustainability, in the form of long-term campaigns, and comprehensiveness, in terms of target audience and coverage of vulnerable
groups. An analysis of these practices offers insight into leading best-practice approaches to operationalising awareness raising elements of national
cybersecurity strategies.
The subsequent section offers conceptual reasoning and arguments in favour of systematically approaching the development and rollout of a cybersecurity awareness program. To this end, the document defines a target state, that is, an outline of the desired changes that awareness raising
efforts should focus on, as well as specific recommendations for devising
successful cybersecurity awareness campaigns.
The report concludes with detailed strategic guidelines for cybersecurity
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Approach and
methodology

awareness raising, focusing on campaign design and planning methodologies. This includes advice and recommendations pertaining to stakeholder
engagement, selection of target audiences by mapping and identification of
their specific needs, the definition of key messages, communication channels, techniques and approaches throughout a campaign’s lifecycle.		

To provide insights on how to mitigate cybersecurity risks through planning and implementation of cybersecurity awareness programs this report
examines practices, gaps and needs in Serbia as well as assesses various commonalities and differences of cybersecurity awareness programs
among countries with well-established cybersecurity practices.
For the purpose of this report, desktop research has been employed for
scoping information on existing cybersecurity awareness campaigns in the
United Kingdom, Belgium, Luxembourg, and Serbia, feeding into respective
comparative analyses of each of these. Focus has been placed primarily
on national cybersecurity strategic documents, official websites of governmental bodies and agencies, and relevant efforts and initiatives of private
sector actors and civil society organisations. Sources in several languages
have been consulted, including English, French and Serbian.

8

Strategic guidelines for Cybersecurity awareness raising programs

contents

The selection criteria for national approaches to be consulted for this report is based on existing practices in developing cybersecurity awareness,
the quality and quantity of publicly available information on national strategic approaches to cybersecurity, and the existence of strong cross-sector
cooperation. These criteria are also taken into account for assessment and
ranking of countries for the purpose of the International Telecommunication
Union (ITU) Global Cybersecurity Index (GCI) 20201, introduced to help United Nations member states in identifying areas for improvement of their cybersecurity frameworks, taking into account legal, technical, organisational,
and operational and capacity development aspects. According to the latest
report, the United Kingdom took second place, behind the USA. Luxembourg
was ranked 13th and Belgium 19th, while Serbia was ranked at 39th place.
The detailed analysis of existing approaches to cybersecurity awareness
raising in Serbia is based on the following:
Q analysis of existing strategic plans that include activities related to
raising the awareness of citizens, primarily the Strategy for the Development of the Information Society and Information Security and its accompanying action plan
1
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Q mappings of existing and previous campaigns at the national level that
directly or indirectly addressed the issue of cyber security of citizens
at the general level, as well as those that were specifically targeted at
various target groups
Q analysis of the current situation and highlighting areas for improvement.
Differing from the scope of best-practice analyses, the examination of
current approaches to cybersecurity awareness raising in Serbia also includes specific deliberations on the challenges and potential risks stemming from the lack of a coordinated and coherent campaign.
To support comprehensive, strategic approaches to designing and implementing future awareness raising campaigns, the report focuses on providing insights into the role that awareness raising plays in linking the
problem definition with desired changes in behaviour in the cybersphere.
These are supplemented with detailed guidelines, advice and examples for
application of relevant and recognised communication models and techniques commonly employed by awareness raising strategies.
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Analysis of the
current situation
in Serbia

J EXISTING CONTEXT
IN RECENT YEARS, SERBIA HAS MADE SIGNIFICANT PROGRESS IN THE
FIELD OF DIGITALIZATION OF PUBLIC ADMINISTRATION, INTRODUCING
SEVERAL DIGITAL SERVICES THAT CITIZENS USE EVERY DAY. AT THE
SAME TIME, TECHNOLOGICAL DEVELOPMENTS HAVE ENABLED INCREASED
AND UNHINDERED ACCESS TO CYBERSPACE AND DIGITAL CONTENT. AS
RECORDED BY RELEVANT ANALYSES2, DEGREE OF DIGITALIZATION OF SOCIETY AND THE ECONOMY HAS DOUBLED IN THE LAST 10 YEARS, WITH
INTERNET ACCESS IN 81% OF HOUSEHOLDS, WHILE MORE THAN 96% OF
THOSE UNDER THE AGE OF 54 USE THE INTERNET EVERY DAY. THIS ACCELERATING TREND OF DIGITALISATION, HOWEVER, OFTEN NEGLECTS IMPORTANT ASPECTS OF CYBERSECURITY, DESPITE OFFICIAL RECORDS OF
COMPETENT CYBERSECURITY INSTITUTIONS SHOWCASING A CONSTANT
RISE IN REPORTED CYBER INCIDENTS RESULTING IN DATA LOSS, DATA
LEAKS, AND MALWARE AND RANSOMWARE INFECTIONS EQUALLY AFFECTING PUBLIC AND PRIVATE STAKEHOLDERS, CIVIL SOCIETY ORGANISATIONS, AND CITIZENS.

2
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From a normative perspective, Serbia has developed the necessary legal and institutional mechanisms regulating the field of cybersecurity.
These efforts, led by the Ministry of Trade, Tourism and Telecommunications (MTTT) have seen the adoption of the Law on Information Security3,
respective bylaws, as well as strategic documents in two complementary
domains - the Strategy for the Development of Information Security (20172020), followed by the Strategy for the Development of the Information Society and Information Security (2021-2026)4, as well as the Strategy for Development of Digital Skills (2020-2024)5. The National Computer Emergency
Response Team (National CERT, SRB-CERT) has been established within
the Regulatory Agency for Electronic Communications and Postal Services
(RATEL).
Serbia’s legislative framework sees the concept of cybersecurity primarily through an information security lens, focusing on ICT systems of special
importance (operators of essential services). This understanding of cybersecurity is stipulated in the Law on Information Security, developed in line
with the standards and requirements of the EU NIS Directive (Directive on
3
4
5
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security of network and information systems). However, in addition to essential services, cybersecurity challenges equally affect citizens and the
overall economy, further strengthening the need for a wide approach to
awareness. Even more so, taking into account the spread of different attack
and incident types which, according to official data on reported incidents to
SRB-CERT ranges from phishing and malware to online fraud and scams
on online shopping platforms and social media, recording a steady rise
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from 152 incidents reported in 20196, to nearly doubling these numbers in
2020, with a total of 276 reported incidents7.
Equally important, civil society organisations active in the field of human
rights and freedoms online, such as the SHARE Foundation, find Serbian
citizens additionally facing a variety of digital rights abuses and violations
in 2021, with reports of such instances ranging from breaches of personal
data and privacy rights, to pressure exerted in response to the publishing
of information online.8 One of the most compelling cases of data leaking
occurred in August 2021, where security failure in the online application
of the Serbian Chamber of Commerce endangered the privacy of sensitive
data of a large number of Serbian citizens.9
Despite these trends, however, there is still plenty of room for improvements when it comes to promoting the topic of cybersecurity and raising
awareness about threats and potential risks stemming from the digital
sphere in Serbia. This is confirmed in the findings of a World Bank report10
6
7
8
9
10

14

Chapter 10: Information security, Annual Report for 2019, RATEL.
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concluding that there is limited and ad hoc media coverage of the topic of
cybersecurity, and that the issue of cybersecurity is very little present on
social media. Therefore, despite the high-level legislative, strategic and institutional developments at the national level, a comprehensive and coordinated approach in communicating cybersecurity to, and raising awareness
of, various actors in society on cybersecurity risks, threats and opportunities is still missing.
The analysis of the “as-is” situation of cybersecurity awareness raising in
Serbia therefore clearly indicates that there is potential and a need for a
more proactive and coordinated approach to communicating relevant messages to the general public, specific societal groups and to the private sector.
Institution-wise, the Ministry of Trade, Tourism and Telecommunications
(MTTT), as the national competent authority for cybersecurity, has mostly been active in implementing campaigns aimed at educating and raising
awareness among school children about useful, creative and safe ways
of using information technology. This is a burning issue and according to
some recent research results every third child in the past year has experienced some form of disturbing online experiences.11 Risky online behaviour
11
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is common practice among 13%-51% of school children, depending on the
type of behaviour. This mostly pertains to sharing personal information,
“friendships” on social networks and making contacts with strangers. Parents in Serbia are seen as rarely making use of technical safeguarding
measures such as parental controls to ensure child online safety which is a
significant discrepancy compared to parents in other countries in Europe.12
This state of affairs necessitates a response by all relevant authorities and
cybersecurity, with targeted awareness communication campaigns as an
integral part of this response. The current effects of existing awareness
raising approaches employed record only limited effects to this end, as will
be elaborated further in the report.
In addition to MTTT, National CERT is mandated by the Law on Information Security to proactively work on cybersecurity awareness raising. To
this end, SRB-CERT provides on its web site informative content that is occasionally also posted on RATEL’s social media networks, and presented
during different workshops for the media, ICT operators of special importance (operators of essential services), or small and medium sized enterprises, among others. As expected, SRB-CERT is particularly focused on
awareness raising activities during the Cyber Security Month, which takes
12
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place in October each year. As a responsible body for receiving reports on
detected incidents, as well as monitoring cybersecurity threats, trends and
risks, National CERT is also well-positioned to provide an up-to-date indicative overview of the cybersecurity landscape in Serbia.
Finally, the National Academy of Public Administration (NAPA), as the central institution for professional development and training of public administration employees provides a general training program on information
security of ICT systems of special importance under its Annual training
programmes13. Targeting civil servants and public sector employees working on IT affairs, the goal of this programme is to improve the knowledge
on safe use of network and IT services. An additional course, with closer focus on cybersecurity-related topics refers to a digital literacy programme, organised in the form of online training. Targeting all civil servants and public sector employees, this course addresses topics such as
malicious programmes, safe use of the web, safe communications and data
security, supported by video materials and case studies.
In addition to these wider efforts of raising cybersecurity awareness, a
good practice example is found in the Ministry of Interior (MoI) where MoI
13
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CERT (MUP-CERT) approaches awareness raising in a systematic and strategic manner, with annual plans that take into account developing cybersecurity trends and targeted trainings are delivered to all MoI employees.
Although these awareness trainings are focused exclusively on internal human resources, that is, employees of the interior ministry, relevant awareness materials produced by MUP-CERT as part of its internal campaign
have been made publicly available at local Police stations, for example.
Observing the wider public sector landscape, approaches to cybersecurity awareness raising vary, with the majority of the public institutions having limited role and action taken to awareness raising, reflecting the lack
of consistency and systematic approaches to planning and implementing
communication and outreach activities in this domain. The overall lack of
awareness, with the common belief being “it will not happen to me”, leaves
significant space for incidents caused by human error, making both public
sector employees, and their respective institutions, vulnerable to malicious
activity and actors in the digital sphere. Analysis of publicly available information, conducted for the purpose of this report, shows a limited number
of public institutions publish information on running cybersecurity education or awareness raising programs directed either to their employees or
to citizens.
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Outside of the public sector realms, different awareness raising activities
are sporadically implemented by private sector actors, commonly spearheaded by large IT companies and telecommunications operators, as well
as civil society organizations such as the SHARE Foundation. The methods
employed by these actors include media campaigns and educational content and tools, aimed at supporting citizens to protect themselves in cyberspace. A more detailed analysis of previous and existing cybersecurity
awareness raising campaigns is presented in subsequent sections of this
report.
The following section elaborates on the strategic objectives and specific
approach that leading public sector institutions in Serbia have in place to
tackle the notion of cybersecurity awareness raising. This provides insight
into how state institutions understand the importance of strategic communications and what measures they intend to implement.
J CYBERSECURITY AWARENESS RAISING PRIORITIES IN THE
NATIONAL STRATEGY FOR INFORMATION SOCIETY AND INFORMATION
SECURITY DEVELOPMENT
As the number of cyber-attacks rises year after year, countries around the
world are seeking ways to take meaningful steps to raise citizens’ cyber-
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security awareness. To be successful it is critical that awareness raising,
guidelines, and training are thoroughly integrated into national cybersecurity strategies. Following these trends, the Strategy for Information Society and Information Security of Serbia emphasises the need for increasing
digital skills and cybersecurity knowledge of all actors in society. The
Strategy’s main objectives pertain to the development of an information society and electronic administration, improving the information security of
citizens, public administration, and the economy.
Having in mind the importance of digitalisation processes, and the widened
perimeter of cyber risks, threats and challenges that such processes bring,
the Strategy aims to approach these two elements in separate yet compatible ways. On the one side, focus is placed on enhancing digital competences and skills of citizens, raising the capacity of public and private sector
employees to use new technologies and improving digital infrastructure in
educational institutions. On the other hand, the Strategy envisages activities
for improving cybersecurity capacities of citizens, the general public and
private sector entities. It is worth mentioning that the first national cybersecurity strategic document, the Strategy for the Development of Information Security, was focusing solely on establishing capacities of institutions
for dealing with cybersecurity while the latest strategy combined introduced a two-track approach, focusing both on enhancing the digital compe-
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tences of society and increasing cybersecurity capacities of institutions and
public sector.
Within the envisioned efforts aimed at achieving a digitally competent society, focus is placed on the development of digital skills, starting from the
education system, through the provision of relevant learning opportunities
and improvements of existing curricula to foster acquisition of digital competencies in pre-university education. To this end, the Strategy further stipulates activities aimed at informing and educating children, parents, and
teachers alike, on the topic of children’s safety on the Internet, through organizing specific training in schools. Educational campaigns and programs
such as the IT Caravan, Digital Hour, Girls’ Day in ICT, Safer Internet Day,
European Programming Hour, and Information Society Day are recognised
as tools for popularization and promotion of information technology among
children. This is a very important element of the Strategy that could be expanded to integrate cybersecurity elements, targeting into all stages of education. Introducing cybersecurity topics in the education system would
serve as a long term and cost-effective measure in raising cybersecurity
awareness not only among school children but also their parents and other
family members, thus reaching the wider community.
In terms of specific security aspects of boosting digital competencies, the
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Strategy envisages activities directed at increasing information security of
children. Measures pertaining to safety and protection of children on the Internet have been underway on a continuous basis since 2017, through the
activities of the National Contact Centre for the Safety of Children on the Internet14. The Centre has a key role primarily in prevention of cyber violence
and raising awareness and knowledge about the benefits and risks of using the Internet, as well as measures for ensuring safe use of the Internet.
The Centre also acts as a national contact point for reporting15 online security threats affecting children, which are then forwarded to relevant authorities depending on the nature and type of these.
Parallel to these digital aspects of the Strategy, as its very title indicates,
the document also directly addresses the notion of cybersecurity resilience
of society and the economy as a parallel strand. To this end, the Strategy
envisions six cybersecurity-specific measures, out of which one is solely
dedicated to increasing cybersecurity awareness and knowledge recognising the need for building capacities of competent cybersecurity institutions
to plan and implement awareness raising campaigns and knowledge development programs. However, closer look into measures (indicators and
targets to be achieved) and activities proposed to mitigate identified needs
14
15
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might lead to conclusion that those interventions are insufficient in terms of
sustainability or impact to behavioural changes overall.
As for the private sector the Strategy recognises that large enterprises,
especially those with international presence, as well as companies dealing with financial services and technologies, are more active in implementing security awareness programs. On the other hand, small and medium
sized enterprises (SMEs), as well as entrepreneurs, are found facing a
significant lack of capacities and human and financial resources to dedicate to cybersecurity in general, affecting also their ability to develop and
practice sound and sustained baseline cyber awareness activities. Consequently, the need for targeted awareness raising on the risks lurking SMEs
in the digital sphere, addressing also the roles and models of responsible behaviour of employees in order to contribute to greater resilience is
recognised in the Strategy, although only eight specific activities are envisioned to this to be implemented during its entire implementation lifecycle.
Further activities pertaining to awareness raising across all actors in society include:
Q Organizing and coordinating media campaigns to raise awareness of
citizens, public officials, and small and medium enterprises on the im-
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portance of information security, risks and protection measures.
Q Educating citizens to raise awareness about information security.
Q Development and implementation of training for civil servants on the
topic of information security.
Q Training for small and medium enterprises on the need and manner of
application of protection measures and the importance of continuous
capacity building of employees, in accordance with national and international standards.
Q Development of guidelines on the basic level of protection measures
for small and medium enterprises.
Q Development, harmonization and expansion of specialized courses and
programs of information security at universities and other higher education institutions.
Q Development of courses, seminars and lectures on information security for students of non-technical study programs such as law, management, etc.
Q Establishment of a platform for raising awareness and knowledge
about information security through interactive programs (Cybersecurity Awareness Platform).
To implement such a comprehensive programme, cross-sector partnerships between public sector institutions, businesses, academia, media and
civil society are key, both for planning and conducting awareness raising
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programmes. The following section provides an overview of the most relevant public and private sector cybersecurity awareness raising activities
and campaigns implemented in Serbia to date, in order to provide better insight on the capacities and gaps for conducting campaigns, but also to indicate possible areas for establishing partnerships and cooperation between
relevant actors and stakeholders.
J EXAMPLES OF AWARENESS RAISING CAMPAIGNS IN SERBIA
This section provides a mapping of existing and previous awareness raising campaigns implemented at the national level that directly or indirectly
addressed the notion of cybersecurity. These are analysed in terms of target audience, key messages, and the ways in which these were communicated.
Legally mandated to raise awareness on cybersecurity, SRB-CERT regularly updates its website (SRB-CERT) with news, recommendations, publications and brochures on the best prevention measures and practices
against security risks, including information about current cyber threats to
citizens, companies and governmental bodies. There is no multimedia content (video, animations, games or illustrations for kids, infographics, interactive visualizations etc.) published on the web site while cybersecurity re-
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lated publications are all stored under publications section of the website.
Following developing trends, since the beginning of the COVID-19 pandemic, SRB-CERT’s recommendations have also focused on how to safely work
from home and ensure cybersecurity.
As previously explained, SRB-CERT makes use of RATEL’s social media
channels, which have a relatively limited outreach. Namely, RATEL’s Facebook profile reports having approximately 2,000 followers, followed by its
LinkedIn profile, with just under 1,000 followers, and a YouTube channel,
with only 60 subscribers. The YouTube channel contains materials produced within the scope of several projects supported by the donor community, with the most recent update in mid-2021, covering the topics about
cyber attacks and usage of social networks yet recording only 35 to 154
views per video. Additional video materials, posted about a year ago, are
part of a donor-led regional campaign titled “Be careful! Life is not a fairy
tale“ covering the topic(s) of scams, online shopping and passwords.
Within the Cybersecurity Month, an annual campaign spearheaded by the
European Union, SRB-CERT regularly implements a national campaign titled “Knowledge is the power”, publishing relevant materials both on
CERT’s website and on RATEL’s social media channels. Additional activities
previously conducted by SRB-CERT include workshops for media on cyber-
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space threats and new types of sophisticated cyberattacks and webinars
for SMEs and the healthcare sector promoting measures for safe remote
work and reduced business risk.
One of the key challenges for SRB-CERT in conducting regular and systematic communication and potentially ensuring wider outreach is the lack
of separate communication channels. Apart from a dedicated website,
SRB-CERT lacks any further channels of communication branded under its
name. This imposes structural and operational limits for developing more
direct communication with relevant target audiences, and also prevents
building an online community around cybersecurity topics.
The Ministry of Trade, Tourism and Telecommunications promotes development of an information society through programmes and projects implemented under a comprehensive campaign titled “Smart and Safe”. The
dedicated “Smart and Safe” platform promotes strengthening of digital literacy, digital competencies and a digital security culture among citizens,
with particular attention paid to the younger population.
A closer look into some metrics of social media profiles including You Tube,
Facebook, Instagram and Twitter shows that that campaign has a steady
outreach on YouTube where, despite a seemingly limited number of sub-
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scribers (227), the posted awareness materials record higher viewing frequency and engagement with the content. Materials on YouTube cover a variety of topics including child safety on the internet, with 2,000 views over
the period of one year, online data protection, and even a dedicated video
on dangerous challenge games, recording 1,000 views over the period of
one year and indicating awareness of greater ongoing trends and developments in the cybersecurity threat landscape. Interest for this platform is
mainly generated by the campaign’s Facebook page and Instagram profile
with approximately 8,000 and1,000 followers respectively. The Twitter profile, however, currently has only 27 followers.
Another long-term initiative of the Ministry is the educational campaign titled “IT caravan”, aimed at promoting creative and safe uses of information
technology among school children through quiz competitions on the security of digital technology, IT and computer science. Ever since it started in
2016, the campaign IT Caravan has been conducted with the aim of encouraging the smart use of new technologies by strengthening the digital competencies of students and teachers and raising the awareness of parents.
This campaign evolved into a sustainable activity and was held every year
from April to June in many different cities in Serbia up until the COVID-19
pandemic when it was withheld. The campaign was so far supported by
the Ministry of Education, Science and Technological Development and the
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company Microsoft, National Association of Parents and Teachers of Serbia
and Petlja Foundation.
In addition to this, a recent campaign launched by the Government of Serbia, the “Digital Expedition”16 also implemented in the form of a caravan,
focused on promoting digital skills, digital literacy and online safety of citizens. The campaign was implemented over the period of four months, organising public events in sixteen cities across Serbia and was developed
through a wider, cross-sector partnership of state institutions, civil society organisations and the donor community. This contributed to good media exposure and social networks presence through the dedicated #DigitalnaEkspedicija hashtag.
To encourage greater participation of girls in the field of technology, the
Ministry organised targeted events at which prominent and successful representatives of the ICT sector aimed to bring ICT-related topics closer to
their age, pointing out the benefits and challenges in the digital era through
dedicated workshops. To this end the competition Hack#teen was organized involving 50 school children aged 11 to 14 from across Serbia.
16
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In addition to the competent Ministry, the Ministry of Interior developed a
dedicated sub-web page in order to communicate cybersecurity topics to
a wider audience. Although somewhat difficult to find, the page provides
some information on how to protect computers and personal data, as well
as very basic guidelines for parents regarding children’s online safety. On
the other hand, in addition to systematic and sustainable internal awareness raising efforts, MUP CERT also implemented an interesting public
campaign, using comics on banners and posters drawn by a well-known
Serbian illustrator, that were placed in local police stations across Serbia,
with plans to have these translated into minority languages in the forthcoming period. As for internal capacity building, the human resources department of MoI and MUP CERT organise annual awareness and knowledge
raising activities for all Interior Ministry employees. For this purpose, MUP
CERT uses an online training platform which allows for more efficient management of training processes. In addition to NAPA’s training programmes,
MUP CERT internally facing practices in capacity building can be marked
as the only example of systematic internal cybersecurity awareness and
knowledge development programmes implemented by a public sector institution in Serbia.
In the financial sector, the security of online financial transactions today is
a challenge for both banks and clients. Despite the fact that financial fraud,
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credit card and online financial-related scams are widely present, no comprehensive campaigns or outreach activities aimed at increasing awareness and understanding of cybersecurity aspects of respective clients and
the wider public have been devised by the National Bank of Serbia nor any
of the commercial banks operating in the country. Overall efforts to this
end find only few banks providing some form of awareness raising activities through educational announcements on how to use online payments or
sharing information on the benefits of digital transformation. A good-practice example is observed in the approach taken by the Association of Serbian Banks, which joined SRB-CERT in awareness raising efforts and promoted the video materials developed within the “Defend yourself with
knowledge” campaign .In addition, in May 2021 the Association registered
special CERT called FIN-CSIRT in accordance with the Law on Information
Security. FIN-CSIRT could serve as an important stakeholder in coordination efforts of financial institutions in implementing awareness campaigns
directed to users of financial services.
Information technology and service providers have a significant role to
play in promoting cybersecurity topics and educating customers on safe
use of technologies. Among the few examples of such practices in Serbia,
Microsoft’s official website, for instance, has a section dedicated to support
which contains some information about cybersecurity including an intro-
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duction to the concept, and materials pertaining to improvements of cybersecurity, security of wireless networks, and protection against network
scams and attacks.
The scoping phase for the purpose of this report also included a mapping
of a number of websites of retail companies and online shopping platforms to identify possible practices related to cybersecurity awareness
raising directed at customers. However, there are no specific awareness
practices employed by retail companies, while only a small number of online shopping platforms offer brief instructions on safe payments. On the
other side, again a positive example is seen with MTTT which has published (in cooperation with USAID) a series of guidelines for e-commerce
intended for citizens, through the already mentioned platform “Smart and
Safe”. This compilation of different instructions aims to inform citizens on
the necessary steps while using online shopping, such as checking sellers,
terms of purchase, protection of digital devices, data storage, and providing
practical instructions on how to pay online.
Telecommunication operators on the other hand have invested significant
efforts in developing and implementing cybersecurity awareness raising
of their users. In that regard, Telenor introduced the first digital guide for
the safety of children on the Internet in Serbian language, titled “Children
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and the Internet - smart from the beginning”, targeting parents, children
and teachers.17 The guide contains a quiz for testing children’s safety on the
Internet, cartoons for children of 4 to 8 years of age, and different publications.
MTS Telekom, has a dedicated page on their official website titled Safety on
the internet, with a variety of materials to raise awareness about threats
and risks regarding cybersecurity. The diverse set of topics covered by
these includes, among others, cybersecurity on the go, safe online shopping, safe use of the Cloud, protection of mobile devices, telephone attacks
and scams (vishing), protecting children online, and supporting seniors to
stay safe online. These materials are developed by the SANS Institute18 and
provided for both internal use of MTS employees and MTS customers.
The A1 mobile operator provides interesting content regarding safety on
the internet, made available online through its Safe Internet corner. The
Safe Internet corner contains courses on how to recognize and defend
from the most common threats in the digital world (phishing, personal data
17
18

33

It was created within the project “Safe Internet for the whole family”, launched by Telenor
and UNICEF, and implemented by the Ministry of Education, Science and Technological Development and Uzice Center for Children’s Rights
OUCH! Newsletter is part of the SANS Security Awareness program distributed under the
Creative Commons BY-NC-ND 4.0 license https://www.sans.org/newsletters/ouch/

Strategic guidelines for Cybersecurity awareness raising programs

contents

protection, public Wi-Fi and surfing). In addition to this, the operator has a
dedicated web page titled Safe kids, focused on increasing awareness of
parents and their children of the safe use of social networks and digital violence, through video materials and stories for children.
Overall, a mapping of private sector initiatives in cybersecurity awareness
clearly shows that telecommunication operators are the frontrunners in
these efforts, both in the terms of recognising specific problems and delivering awareness programs to raise users’ competences in protecting
themselves in the digital sphere. In terms of outreach, according to the
number of followers, the most popular network among telecom customers
seems to be Facebook since Telenor, MTS and A1 operators all have around
half a million followers on this platform, with varying numbers of followers
on Twitter, ranging between 30 and 60 thousand. Finally, looking at telecommunication operators’ presence on YouTube demonstrates use of the
platform to promote not only their products, but also campaigns and relevant instructions for their users.
Media actors including the media association NUNS and investigative journalism portals BIRN and CINS focus their awareness raising activities
primarily on the notion of digital security of journalists, freedom of expression, and breaches of free speech in the online sphere. Content or
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awareness raising materials on the issue related to cybersecurity is limited in numbers and scope, with few manuals, instructions, and case studies
related to online safety of journalists provided.
As the most active civil society organisation in the area of freedom of expression online, data privacy, digital security and digital rights, the SHARE
Foundation implemented a number of awareness raising projects. In 2017,
SHARE also registered the first special CERT – SHARE CERT, which provides pro bono legal and technical assistance to online media and civil society organisations in Serbia. SHARE’s Cybersecurity toolkit platform provides users with access to valuable and up-to-date information on how to
resolve problems with websites, applications or devices, and offers advice if they are faced with technology-based violence or harassment. One
more example in applying innovative approaches to communication of cyber-related topics is the organisation’s YouTube talk-show titled Cyberama.
SHARE communicates with its audience through different social media networks, primarily through Facebook with around 15,000 followers, succeeded by Twitter (6,000 followers) and YouTube (1,250 subscribers) where video content in the form of 248 videos is grouped into different playlists.
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J KEY RESULTS AND LESSONS LEARNT FROM IDENTIFIED PRACTICES
Leveraging the results of the scoping of initiatives and efforts pertaining
to cybersecurity awareness raising at the national level showcases that,
despite institutional and strategic improvements, there is a lack of a sustainable and comprehensive approach to efforts aimed at communicating
the threats, risks and opportunities that cyberspace brings to the public
and supporting citizens in establishing basic cyber-secure behaviour. An
overview of the most relevant practices finds a limited number of actors
engaged in proactively communicating messages aimed at raising awareness on cyber, with only a few state institutions recording activities in this
regard. However, even those actors that do have experience in conducting
campaigns in general are not systematically approaching cybersecurity
awareness programs. Organisations tackling this issue in a coherent manner, where activities aimed at cybersecurity awareness are a standard element of their operations, currently pose as outliers, instead of being part of
regular, sustainable, comprehensive efforts at the national level.
Where implemented, cybersecurity awareness raising efforts mainly focus on topics related to safe online shopping, safe use of social networks,
protection of mobile devices, social engineering scams, safe remote work,
abuse of COVID-19 pandemic in cyberspace, and phishing emails. Signif-
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icant efforts have been invested in developing educational programs on
issues related to protecting children online, safe use of social networks,
cyberbullying and online harassment. In this sense the younger population and school children are among the most frequently targeted groups,
provided with equal attention as public and private sector entities. Rare instances of long-term approaches and partnerships with the private sector
and donor community resulted in more sustainable results and allowed for
developing communications expertise, building communities and establishing institutional commitments.
In terms of communication methods, cartoons, animations, and video content published on YouTube are seen as more appealing in the digital age,
particularly to the younger generation. At the same time however, the use
of more traditional materials such as posters and brochures are found to
still be very effective tools for transmitting key messages, especially when
adequately designed and disseminated at the right place and to the right
audience. For both, online and offline communication, the same principle should apply - to disseminate information within environments where
members of the specific targeted audience spend most of their time, be
that at home, at the workplace, or on the go.
Currently, civil society organisations are the most proactive actors in soci-
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ety when it comes to cybersecurity awareness raising, developing knowledge products and learning materials in a user-friendly fashion and disseminating these through various channels of communication, in order
to make them easily accessible to the wider public. Although recognising
the benefits of such approaches, and of knowledge sharing and increased
awareness in general, both the public and private sector are still lagging
behind in implementation. Many institutions do not practice publishing cybersecurity awareness training or education material they use for internal
purposes which limits the possibility for others to learn. Applying principles of transparent and proactive sharing of education and awareness raising content would, for example, allow for more efficient use of materials
(a wider audience can access it) but also could trigger more collaborative
content development (with the expert community or private sector providing ideas or advice). A positive development in this regard is seen in the
efforts of SRB-CERT to establish the Cybersecurity Awareness Platform,
aimed at supporting awareness raising of the general population.
Finally, the lack of coordination among existing approaches, as well as the
lack of mutual cooperation and exchange of experiences, plans and materials among relevant actors at the national level, further limits the potential
for developing a comprehensive approach to raising awareness of Serbian citizens on various aspects of cybersecurity. Overlapping approaches,
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inconsistent messages, and inappropriate communication and disseminations methods and means for reaching specific target audiences all hinder
the potential effectiveness and efficiency of awareness raising efforts and
ultimately result in a society that is not ready to recognise or face the cybersecurity risks and threats they are exposed to in their everyday lives.
On balance, there is still plenty of room for raising citizens’ awareness
about the risks and ways to protect themselves when venturing into the
digital sphere. To be effective, cybersecurity awareness efforts and initiatives must be comprehensively approached and applied systematically
. More than just delivering disseminating messages and materials, awareness efforts need to be focused, meaningful, and practicable. Once individuals are convinced of the need to modify their behaviour and adopt basic
cyber hygiene practices, these need to be maintained through continuous
cycles of awareness-related activities, taking into account new developing
trends, but also monitoring the results of implemented efforts and collecting feedback to ensure appropriate updates to the approach are applied,
resulting in sustained effectiveness.
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Comparative
campaign practices

J ANALYSIS OF GOOD PRACTICES IN CYBERSECURITY AWARENESS
RAISING
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INSIGHT INTO LEADING BEST PRACTICE APPROACHES ENABLES A BETTER
UNDERSTANDING OF THE POTENTIAL WAYS OF INTEGRATING CYBERSECURITY AWARENESS RAISING CONCEPTS INTO THE OVERALL NATIONAL
CYBERSECURITY FRAMEWORK. TO THIS END, THIS SECTION PROVIDES AN
OVERVIEW OF APPROACHES IMPLEMENTED BY COMPETENT AUTHORITIES
AND PRIVATE SECTOR ENTITIES AND ORGANISATIONS IN PLANNING AND
CONDUCTING AWARENESS RAISING CAMPAIGNS IN THE UNITED KINGDOM,
BELGIUM, AND LUXEMBOURG.

contents

A comparative analysis of these approaches enables identification of common elements that are contributing to sustainability and success of respective campaigns, taking into account the topics and issues addressed, key
stakeholders, and target audience(s), as well as the communication channels and techniques used.
J UNITED KINGDOM
Approach to communicating cybersecurity
The National Cyber Strategy 202219 acts as an umbrella document that defines the government’s approach to protecting and promoting the UK’s interests in cyberspace and cybersecurity awareness raising. Efforts are
built on the bases of a long-term and balanced relationship between the
public, private, and civil society sectors, where each sector plays a significant role. The Strategy is tailored to each of these audiences taking into
account the necessary skills that need to be promoted and developed to allow a systemic approach to cybersecurity issues.
Rightly recognising that, while the government needs to prevent cyber-attacks from harming individuals, businesses and public entities, certain
19
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threat actors will find a method to get around these safeguards, the approach underlines the idea that everyone has a role to play in strengthening the security of things, processes and technology that are valuable in
both the physical and digital worlds. To do so, the government has a critical role in advising and informing citizens, businesses, and organizations
about how to protect themselves online. This also includes establishing
rules that essential business and public organizations must meet to protect not only their core operations but all members of society. The government’s role is seen in assisting and providing technically accurate, timely,
and practical guidance, but it’s ultimately the responsibility of all actors to
be aware about cyber threats and to practice safe behaviour online.
The UK sets an example of a decentralised approach where competent government bodies such is the National Cyber Security Centre (NCSC), as well as
sectoral organisations such is the National Health System, provide guidance,
educational toolkits, and incentives to their constituent communities, with the
main idea that the system is made more resilient as all actors are aware and
equipped with the necessary knowledge to protect themselves.
Main topics and target audience
As explained, the UK’s Strategy centres its approach on building resilience
of all actors in cyberspace meaning that equal importance is placed on tak-
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ing reasonable precautions to protect hardware, smartphones, and other
gadgets, as well as the data, software, and systems used by individuals in
both personal and professional lives.
To this end, cybersecurity awareness activities are supposed to target and
influence a broad set of stakeholders, from the government and the public sector, to businesses and organizations, operators of important national infrastructure and, ultimately, citizens. NCSC has a well-structured
approach in this sense, considering the needs and challenges that these
different groups are faced with. This includes, for example, developing
and offering specialised programs for children and educators in primary
schools and higher education, professionals working in the public and private sectors, research and academia communities, small businesses, and
operators of essential services.
Faced with new challenges affecting all target audiences during Covid-19
pandemic, urgent action was needed to provide the most relevant and detailed information about adequate safeguards for mitigating the challenges
of having significant aspects of both personal and professional lives rapidly
migrating into the digital sphere. To this end, NCSC and other relevant bodies focused their efforts on supporting businesses and citizens to better
understand the cyber threats and dangers to their sensitive and personal
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data, including how the information they possess and expose online might
be used to facilitate crimes such as fraud, identity theft, and extortion.
It is important to note that planning and selection of the topics and areas
for targeting awareness and educational programmes relies on continual monitoring, research and data collected on the prevalence and impact
of cyber-attacks. Consequently, some of the most relevant and frequently
communicated topics include access control, authentication, incident management, internet of things, logging, malware, passwords, patching, personal data protection, phishing, ransomware, remote working, safe use of
social media, and challenges in video conferencing.
Additional efforts are invested in working with big technology companies
that supply digital services to focus more on ensuring, not only that the
services they provide are secure by default, but to proactively and appropriately communicate and educate their clients to take security precautions
while using new technologies.
Relevant campaign examples
Public and private organisations in the UK have extensive experience in
creating innovative and up-to-date cybersecurity educational and awareness raising programmes for all sectors in society. In doing so, a crucial
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aspect is to ensure involvement of as many actors as possible, establishing
comprehensive partnerships between public and private entities so that all
stakeholders engaged can contribute with respective expertise and knowledge in communicating cybersecurity topics.
NCSC has been actively seeking for different ways to reach out to various
communities. Most recently, it has launched a major government-led public awareness campaign titled Cyber Aware, outlining six key behaviours to
protect accounts and devices from the most common types of online crime
and providing personalised ‘to do’ lists. These include using a strong and
separate password for email, creating strong passwords using 3 random
words, saving passwords in browsers, turning on two-factor authentication
(2FA), updating devices and apps and regular backing up of data.
Key communication messages are delivered through various online platforms, including Facebook and Instagram, Tok-tok videos, a virtual guide, and
short animations. The information is provided in a short and informative manner, including advice on how to avoid a cyber-attack as well as how to report
a crime. The campaign is supported by leading private sector stakeholders
such as Microsoft, Vodafone, BT, ASOS and Barclays, all of which are actively
supporting their customers in adopting Cyber Aware’s key behaviours principle. The campaign is still ongoing and is updated on a regular basis.
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Another good example of a citizen-oriented approach to awareness raising is observed in the efforts of the Citizens Advice organisation, which
conducts annual scams awareness campaigns aimed to create a network of confident and alert consumers who know what to do when they
spot a scam. Last year, the Scams Awareness Fortnight – Citizens Advice
campaign lasted for several weeks and focused on raising awareness on
scams that have emerged as a result of the coronavirus outbreak. The
campaign’s objective was to promote the importance of getting advice and
tackle the issue of underreporting of scams, equipping citizens with the
skills to recognise scams.
The campaign was conducted online and via social media, sharing tips on
how users can protect themselves from scams and how to report suspicious activity on Facebook, Twitter and Instagram. The awareness campaign was conducted in close collaboration with the Consumer Protection
Partnership, Trading Standards service, the Department of Business, Energy and Industrial Strategy (BEIS) and police stations across the UK, which
once again showcases the need for cross-sectoral partnerships for effective outreach to all target groups.
In order to tackle the issue of children’s online safety, the UK government
has set up the UK Council for Internet Safety (UKCIS), as part of the Depart-
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ment for Digital, Culture, Media & Sport, the Department for Education and
the Home Office. UKCIS is a collaborative forum through which the government, the tech community and the “third sector organisations20” work
together to help keep children safe online. The organization collaborates
closely with the government to improve public awareness of online child
safety issues, promote responsible online advertising to children, and take
specific measures to support vulnerable children and young people, such
as removing illegal internet sites that promote harmful behaviour.
UKCIS had several awareness campaigns tackling problems pertaining to
online bullying, safer search features, and violent video games. As part of
their awareness activities UKCIS created a Practical Guide for Providers of
Social Media and Interactive Services, with examples of good practice from
leading technology companies, and advice from NGOs and other online child
safety experts on how to deal with the Child Sexual Abuse Content and Illegal Contact.21 Other efforts included anti-Cyberbullying campaigns in col20
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laboration with organisations such as Beatbullying, public awareness campaigns for Safer Internet, and the provision of online safety materials for
secondary school teachers. UKCIS created a Guide for Parents and Carers
whose children are using social media containing practical tips about the
use of safety and privacy features on applications and platforms, as well as
conversation prompts to help families start conversations about online safety.22 It also contains pointers for finding further advice and support.
Enhancing overall awareness and knowledge on cyber threats includes
an active role of private sector actors in developing and applying communication campaigns directed at their customers, but also to people and
businesses working with and for them. In this regard, one of many good
practices identified in the UK are efforts employed by the Centre for the
Protection of National Infrastructure (CPNI) , seeing a series of security
awareness campaigns designed to provide organisations with a complete
set of relevant materials. CPNI has produced the Social Engineering Guidance for Employers to advise security managers about the threat of social
engineering and what steps they can take to mitigate this. To help organi22
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sations in this endeavour, CPNI has also developed a complementary campaign titled Be Savvy about the Social Engineer to support organisations
in educating their employees about social engineering. Further campaigns
include Don’t Take the Bait! which is based on the principle that employees
have a role to play in keeping the organisation secure by not falling for, or
being tricked by, spear phishing. An important aspect of this campaign is
its aim to ensure that employees feel encouraged and supported in reporting suspected spear phishing attempts to their organisation – even if this is
only after they clicked.
It is worthwhile mentioning that all of CPNI awareness campaigns mentioned above rely on well accepted forms of communication including
short quizzes, animations, posters, infographics, and video tutorials, applying thus different techniques to deliver the messages and reinforce safe
behaviour among employees.
J BELGIUM
Approach to communicating cybersecurity
Reflecting specificities of its political and social system, Belgium has a
complex government structure which does not make a coordinated cybersecurity policy for government departments easy. The federal government
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has horizontal, vertical, and programmatic services. The leading national
institution is the Centre for Cybersecurity Belgium (CCB)23 responsible for
monitoring, coordinating, and overseeing the implementation of the Belgian Cybersecurity Strategy that aims to coherently respond to current and
future risks and threats identifying the need for securing the cyber landscape at all levels, for all stakeholders in a coherent approach considering
government, citizens and private sector interests.
The key guiding principles in Belgium’s approach to cybersecurity awareness raising entail constant promotion of collaborations, contacts and
partnerships between citizens, public agencies, and service providers at
the national level. Such streamlined cooperation enables citizens to be
more prepared and aware on how to address security incidents and protect against potential threats and challenges in the digital sphere. Raising
awareness also has a direct impact on the business community and creates a general culture of concern and safety.
This intersectoral and multi-stakeholder approach to promoting a culture
of cybersecurity is reflected within the Cyber Security Coalition24 which
represents a unique partnership among communities including govern23
24
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ment, CCB, academia, public agencies and the private sector that joined
forces in the fight against cybercrime and efforts aimed at increasing
awareness. The Coalition has more than 100 organizations engaged in
cross-sector collaboration through sharing knowledge and experience, initiating, organizing and coordinating concrete cross-sector initiatives, raising awareness among citizens and organizations, promoting the development of expertise and making recommendations for more effective policies
and regulations.
Main topics and target audience
Cybersecurity strategy Belgium 2.025 framework recognises the growth in
the use of new technologies as a potential area for an increase in cyberattacks, both in terms of severity and impact. Having in mind that personal
data, customer data and politically sensitive data is increasingly at risk of
disclosure, the Strategy recognises the importance of protecting this data
by securing the digital environment and implementing appropriate awareness campaigns around cybersecurity for all stakeholders.
The primary focus of these efforts is placed on increasing awareness of
citizens and small and medium enterprises. The main issues and topics to
25
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be addressed through communication campaigns are the protection of personal assets of citizens including smartphones, laptops, tablets, but also
the applications on them (such as banking applications) due to the sensitive or personal data they might store. The underlying notion behind such
an approach is that increasing awareness about the need for protecting
personal devices and applications and using them appropriately makes it
more difficult for threat actors to launch cyberattacks. This showcases that
a strategic approach in building cybersecurity resilient society needs to be
supported by equipping and educating individuals to be more aware about
digital technologies and the potential threats associated with their use.
At the same time, the role of private sector entities, including large-scale
companies, small and medium enterprises and third sector organisations
to play in ensuring adequate protection of their own infrastructure and
their employees’ data is also recognised. This group of stakeholders includes educational institutions and suppliers of security products such as
firewalls, virus scans, encryption and other software and hardware products that support security of IT systems and reduce the likelihood of cyber-induced incidents. This also includes public and private entities that
provide essential services to Belgian citizens, by making use of network
and information systems.
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Overall, cybersecurity awareness campaign topics and communication
messages primarily focus on increasing capacities and knowledge of citizens and employees in public and private organisations to recognise and
employ the necessary measures to fend off social media scammers, phishing websites, spoofing, hacked accounts, virus, crypto hijacking, and ransomware, among others. Additional efforts are aimed at providing awareness and educational programs for schools and academic institutions as
well as supporting individuals who work remotely.
Relevant campaign examples
As a leading authority in conducting awareness raising activities, CCB organizes an annual awareness campaign. The country actively participates in
implementing various programs during the European Cybersecurity Month
spearheaded by the European cybersecurity agency, ENISA. The focus of
these efforts is placed on increasing citizen awareness (encompassing different groups in society) and enhancing the capacities of employees in all
sectors to implement necessary steps to ensure they are protected in the
digital sphere.
To this end, the Safeonweb platform has been established with the support of the government and media actors, with the goal to increase citizens’ knowledge and awareness of the main cyber threats and to encour-
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age safe behaviour in the cyber sphere. The platform aims to provide all
Belgian citizens with the right and up-to-date information on cybersecurity threats, and advice for online security. To achieve impact, the platform
provides relatable testimonials from individuals that were victims of a cyber-attack, in addition to blogs, news and on “first aid”, cyber health check
tests and tips on how to stay safe online.
When it comes to education and academic institutions CCB implemented a program titled At School which provides cybersecurity educational
programs including courses, training and academic research to increase
awareness of both educators and students. In addition, the ChildFocus Clicksafe platform offers resources to help educate children or teach classes on
media literacy and internet safety. Finally, in partnership with competent authorities, various organisations engage in the B-BICO project (Better Internet Consortium for Kids), including Child Focus, Media Animation, CSEM and
Mediawijs regulatory, with activities focused primarily on the Safer Internet
Day, promoting awareness raising and safe use of social media.
To enhance capacities of the private sector and other organisations, in
partnership with the Cyber Security Coalition, CCB runs the At Work platform, providing comprehensive cybersecurity kits that include a number of
tools to help different actors with cybersecurity covering topics such are
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passwords, phishing, remote work, social engineering, and data privacy,
among others. Ready-made step by step guidelines that are easy to follow
and understand are presented in the form of visuals, posters, presentations, and wallpapers.
J LUXEMBOURG
Approach to communicating cybersecurity
Luxembourg’s National cybersecurity strategy IV26 sets out the baseline
approach that the Government intends to implement in order to secure cyberspace at all levels and provide all actors with the opportunity to fully
engage in a digital society and access the new technologies in a secure environment. One of the key measures pertains to ensuring that Internet users have sufficient levels of awareness and strengthening their trust in the
digital world. In fact, a central part of the strategy is reserved for cybersecurity awareness, education and training, envisioning the development of
professional curricula for raising awareness of cybersecurity professionals. Additional emphasis is placed on the prevention of influence operations and disinformation campaigns communicated via digital means - hybrid threats. To this end, the government intends to provide guidelines for
26
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both citizens and businesses to detect and counter the consequences of
such campaigns.
Luxembourg has an active community of public and private CERT/CSIRTs,
which cooperate at the national and international level to respond rapidly to
incidents. The governmental CERT is integrated into the High Commission
for National Protection (Ministry of State) and provides a range of services
for the public sector and critical infrastructure in order to further increase
the resilience of IT systems in its constituency.
At the national level, cybersecurity is spearheaded by two co-leading state
institutions. The High Commission for National Protection (HCPN)27 focuses
on cyber crisis management, as defined by the emergency response plan
for attacks against information systems. On the other hand, the National
Agency for the Security of Information Systems (ANSSI)28 defines information security guidelines and ensures that measures concerning security of
information systems are put in place.
In addition, under the Cybersecurity Agency for the Luxembourg Economy
and Municipalities (SECURITYMADEIN.LU) which aims to provide extensive
27
28
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cybersecurity expertise and solutions to SMEs, companies and municipalities
there are 3 separate cybersecurity entities departments: CIRCL (Computer
Incident Response Centre Luxembourg), CERT for the private sector managed by the Ministry of Economy, CASES (Cyberworld Awareness Security
Enhancement Services – Luxembourg) and C3 (Cybersecurity Competence
Centre – Luxembourg). Since the Agency is supported with all this expertise
and resources it has adequate capacities to provide different services to the
business sector such as testing of preparedness, guidance for improving cyber maturity, detection and reaction to cyber incidents, malware analysis and
it serves as the Malware Information Sharing Platform (MISP).
Having in mind such a wide network of cybersecurity actors and well decentralised expertise, Luxembourg’s approach is to utilise awareness raising programs as a tool for protecting against known and emerging threats
across all sectors. The focus is not only in providing technical knowledge
and service but also efforts are invested in combating dissemination of information on exploitable threats, attacks and intrusion attempts that will
lead to strengthening shared situational awareness. In doing so, special
emphasis is placed on guaranteeing fundamental rights and freedoms of
Luxembourg citizens.
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Main topics and target audience
The existing approach entails principles of collective responsibility of political actors, ICT experts and industry, as well as citizens of all ages, to become more independent, to use technology wisely, and to demand trusted
services and tools that meet their needs, supporting the concept of individual resilience.
Diversity and inclusion are promoted in the field of cybersecurity, through
initiatives such as the Women in Digital Empowerment and various civil society projects, specifically aimed at encouraging individuals from under-represented groups in society, such as women and girls, as well as
people of migrant backgrounds or beneficiaries of international protection,
to pursue training or careers in cybersecurity.
Cybersecurity and online safety awareness is also dealt with by the inter-ministerial working group for digital inclusion, which targets audiences that are, for various reasons, distant from the digital sphere, and providing them with the necessary education and skills for practising their digital
citizenship. In this regard, cybersecurity awareness programs focus on the
recognised common threats and attack vectors such as e-mail security
and phishing. A set of specific measures is implemented, from encouraging email service providers to raise awareness among their customers, to
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promotion and support for the implementation of the standards for domain
protection and authentication of email.
Relevant campaign examples
Since cybersecurity awareness is a set of diverse methods for increasing
national resilience, Luxembourg implements a wide range of activities in
this aspect. The most important example of whole of government approach
in the promotion of inclusive cybersecurity governance and implementation
awareness raising programs is the CYBERSECURITY Luxembourg portal
lead by the Ministry of the Economy, as a cybersecurity multi stakeholder
initiative supported by different state institutions such are HCNP and SECURITYMADEIN.LU and the National Agency for Promotion of Investments
in Innovation Luxinnovation. The CYBERSECURITY portal serves as a central cybersecurity portal containing all important and up-to-date information (from the national cybersecurity strategy to the latest news from the
entities that make up the cybersecurity ecosystem), toolbox and practical
guidelines offered and tailored to all relevant actors. The idea behind the
portal is to promote and inspire cross-sectoral cooperation, collaboration,
networking all that is needed for creating a dynamic environment for digital
grow and innovations.
Complementing this approach, as already mentioned before the SECURITYMADEIN.LU, is focusing on providing info to SMEs and local authorise and
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through its portal offers a wide range of content about protection and prevention against cyber threats covers topics such as cybersecurity essentials, guidelines while working at home or traveling.
Efforts aimed at protecting children’s’ rights online, and that of young people’s, through raising awareness on cyber threats are most visible in the
governmental initiative titled BEE SECURE, founded in 2010, and operated
by the National Youth Service and the Children and Youth Telephone. The
Children and Youth Telephone (Kanner-Jugendtelefon)29 is an organisation
that serves as a first aid counselling service for children and young people.
Although counselling can be related to any topic of concern, in this particular aspect the organisation provides support to victims of online violence,
harassment and cyberbullying.
Actively engaged in efforts implemented within the scope of the European
Cybersecurity Month, the Ministry of the Economy organises the Cybersecurity Week on an annual basis, featuring different events and workshops
aimed at raising awareness about cybersecurity risks, promoting cybersecurity among citizens and professionals, and providing up-to-date information about training and sharing of good practice.
29
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To boost awareness raising across sectors, CASES, a government-driven awareness raising initiative, has been established. As an online platform, CASES places emphasis on easy comprehension of the issues faced
by small and medium sized enterprises and citizens concerning information security. As an integral part of this platform, the Trust Box repository
compiles existing knowledge and advice, awareness raising tools and multimedia training, provided in the form of documents, video game training,
webcasts, and online courses, with the aim of deepening knowledge and
disseminating messages related to cybersecurity. Finally, through its Cyber
Security Portal, ANSSI initiates different national campaigns focusing on issues such as cybersecurity for smart equipment, internet of things, smart
buildings and other topics related to application of new technologies.
J KEY LESSONS LEARNT FROM IDENTIFIED BEST-PRACTICES
National cybersecurity awareness practices should set a clear direction in
establishing and improving cybersecurity for the government, academia,
civil sector, consumers and service providers who serve those communities, in the form of a strategic framework.
Campaigns should be designed parallel to capacity building activities,
providing simple, targeted messages to a wide audience landscape, paying
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special attention to the most vulnerable groups. Cyber awareness policies
and strategies must be informed by the developing risk and threat landscape and existing and expected trends, in order for activities to be reviewed, amended and reprioritized as circumstances change.
Raising and maintaining awareness is only possible if a sense of shared
responsibility is achieved. In some cases, cybersecurity awareness is considered to be a vital element of overall national efforts for combating online disinformation and risks that cyber threats pose to individual or human
rights of certain groups.
A whole-of-society approach should be a key element of any sound and
sustainable strategy in this field. Developing cross-sector cooperation
with all relevant stakeholders, including the private sector and academia, is
an important part of providing and maintaining cybersecurity awareness.
Such partnerships should become a focal point for determining the strategic direction and ensuring coherence and consistency in the interaction
between government and non-state actors. A good strategy specifies the
roles and responsibilities of all relevant stakeholders, as well as the mechanisms by which they engage with one another.
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Finally, an effective awareness strategy needs to be tailored to each specific targeted audience and backed up by the necessary skills that enable cyber risks and challenges to be addressed in a thoroughly planned, systematic manner.
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Cybersecurity
awareness
programmes

J WHY WE NEED CYBERSECURITY AWARENESS PROGRAMS
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DESPITE THE CRITICAL IMPORTANCE OF CYBERSECURITY TO MODERN SOCIETY’S FUNCTIONING, NEITHER GOVERNMENTS NOR PRIVATE SECTOR
STAKEHOLDERS CAN BE SOLELY ACCOUNTABLE FOR PROTECTING AND
SAFEGUARDING NATIONAL CYBERSPACE. THE STATE CANNOT GUARANTEE
THE SAFETY AND SECURITY OF EVERY INDIVIDUAL CITIZEN PARTICIPATING
IN THE CYBER SPHERE. SIMILARLY, PRIVATE-SECTOR ORGANIZATIONS CANNOT BE GUARANTEED THAT THEY ARE FULLY PROTECTED AGAINST UNWITTING OR MISBEHAVING WORKERS, WHO ARE USUALLY AT THE SAME TIME
THE WEAKEST LINK AND FIRST LINE OF DEFENCE IN ANY ORGANIZATION’S
CYBERSECURITY. WITH THE INCREASING NUMBER AND SOPHISTICATION
OF CYBER-ATTACKS, INDIVIDUALS NEED TO BE INCREASINGLY ALERT AND
AWARE OF THE POTENTIAL RISKS STEMMING FROM THE CYBER SPHERE
AND ABLE TO MAINTAIN THE BASIC LEVELS OF CYBERSECURITY.

contents

Cyber security awareness is the combination of both knowing and being
responsible to protect yourself, businesses, organizations, and other valuable information assets. When an individual or organizations are cyber
security aware, it means they understand what cyber threats are, the potential impact a cyber-attack will have on them and the steps required to
reduce risk and prevent cyber-crime infiltrating their online life and workspace. A lack of awareness among most people or organizations creates a
substantial risk of cyberattacks and an inability to deal with them.
Therefore, the aim of awareness raising is two-fold: firstly, to focus attention of the targeted audience on security, and, secondly, to enable individuals to recognise potential cybersecurity risks and respond accordingly.
Human error is the cause of more than 90% of cyber incidents.30 Further,
studies show that despite knowing the answers when confronted with questions related to cybersecurity awareness, individuals rarely apply this in everyday practice.31 That is why cyber awareness is important in developing
knowledge and responsible behaviour of all key stakeholders towards cyber
30
31
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security. It aims to change the perceptions and habits so that individuals and
organisations are mindful of cybersecurity in day-to-day situations.
Because of our reliance on information and communication technology, being aware of the risks associated with online activities (browsing the web,
reading email, and communicating online) has become a critical component
of society-wide cybersecurity awareness. Moreover, the new reality derived from the pandemic created virtual activities for everyone; from students attending virtual classes to elderly benefiting from remote care services. Today, cybersecurity is not limited to the executive branch or highly
sophisticated industries. Political parties, energy infrastructure providers,
water boards, road management, ministries, administrative organizations,
and non-governmental organizations (NGOs) have all been victims of data
breaches and theft.
Interest in cybersecurity issues is generally focused on incidents and how
to cope with them after the attack, rather than on prevention and investments in better protection. That is why it is critical that all Internet users
understand the nature of these cyber threats and the importance of practicing safe online behaviour. As underlined, cyber awareness is a shared
responsibility of all actors in cyberspace. Employing regular, systematic,
coordinated, and inclusive cybersecurity awareness programs has to be-
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come a critical component in building effective cybersecurity resilience.
Governments, businesses, and organizations must all cooperate together
to enhance the human, procedural, and technological components of cybersecurity in order to protect and respond to cyber-attacks.
J DEFINITION OF A TARGET STATE
The goal of communication strategies developed for the purpose of cybersecurity awareness is to call attention to the risks and threats lurking
in the digital sphere, indicate methods of safe behaviour, and encourage
targeted stakeholders to be more vigilant in the online aspects of their personal and professional lives.
In order to communicate cybersecurity however, those implementing
awareness programmes first need to define what “good” cybersecurity is,
that is, what “appropriate” behaviour in cyberspace should look like. By doing so, a desired target state is defined, based on which tailored cybersecurity awareness raising campaigns can be developed, aimed at fostering
adoption of cyber secure practices, thus keeping individuals, companies,
organisations and, ultimately, nations more resilient. The target state, although defining the end goal and overall vision of awareness raising efforts, should nevertheless take into account current levels of knowledge,
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existing gaps, and available capacities, in order to ensure that appropriate
methods for advocating and supporting behavioural change are selected,
and that these are viable given the specific environment and context.
A change in a behaviour or culture begins when the knowledge and skills
provided through awareness raising are put into practice and become an
integral part of daily life or work routines. Therefore, the target state of
a cybersecurity awareness programme can be defined as a state where
individuals and organisations receive up-to-date information i.e. are informed about threats and how to protect against these, are aware of and
understand the potential risks that stem from cyberspace and regularly
apply appropriate cybersecurity measures.
J RECOMMENDATIONS FOR SUCCESSFUL CYBERSECURITY
AWARENESS RAISING
To build an efficient and effective national cybersecurity awareness raising programme, a systematic approach that ensures sustainable planning,
budgeting and implementation needs to be introduced. Based on the findings of this report, identified gaps and leading best-practice examples, the
following elements should be considered when devising approaches to cybersecurity awareness raising to increase the effectiveness of efforts:
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Clearly define cybersecurity awareness goals within the national cybersecurity strategy, backed up by contextual assessments, implementation
plans, and specific measures introducing targeted intervention that is to
trigger the change. To ensure appropriate monitoring, it is important to introduce and regularly update the baseline assessments and introduce
dedicated KPIs to measure progress, continued relevance, and effectiveness against respective implementation plans.
Introduce appropriate policy and procedural measures to support the implementation of cybersecurity awareness programs. Introducing cybersecurity performance-based evaluation of employees in all sectors could be a
possible approach to this end, to serve as additional motivation for employees to engage in awareness programmes, but also be a constant reminder
of shared responsibility in protecting their respective environment(s).
Designate a lead institution to ensure central coordination of awareness
raising activities among public sector institutions. This will support efficiency of horizontal cooperation across the public sector, but also introduce greater accountability and stronger commitment of institutions to implement defined plans.
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Establish a sustainable funding scheme utilising public funds as well as
potential contributions from the private sector to ensure adequate resourcing of envisioned activities and continuity of efforts.
Provide regular and sustainable capacity building on cybersecurity awareness so that all relevant stakeholders understand the purpose, objectives
and desired end goals of awareness raising campaigns. More work on
structural changes should be invested allowing for effective planning of
financial and human resources for regular and proactive communication
on cybersecurity issues.
CERT/CSIRT communities need to embed awareness communication as
a key element of improving cyber protection and resilience. To this end,
hands-on expert advice, support in developing tailored campaign materials and dedicated training on how to conduct awareness campaigns could
drive such a change in CSIRT communications practices.
Establish cross-sector cooperation, between state institutions, businesses,
academia, media, and civil society organisations, ensuring active engagement
and collaboration in conceptualisation and implementation of joint awareness
raising projects. Creating a multi-stakeholder coalition would enable joint coordinated, sustainable and synergetic actions across relevant sectors.
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Introduce national granting programs dedicated to media, academia, and
civil society organizations engaged in public education about cybersecurity,
with support from both public and private sector stakeholders, to broaden
the pool of actors working directly on these matters and support greater
outreach to different communities in society.
Use data in designing and planning of the approach. Measuring cybersecurity behaviour and conducting regular assessments of cybersecurity
trends and challenges is an important element of problem identification
providing a baseline for better-informed decisions on possible solutions.
Create partnerships with media and civil society organisations in planning and implementing cybersecurity awareness campaigns and conveying
messages to specific social groups that are particularly affected with a digital divide or exposed to misuse of online tools.
Use online tools and platforms for more effective implementation of education and awareness raising programs and greater outreach.
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Strategic guidelines
for cybersecurity
awareness raising
campaigns

J DESIGNING AND PLANNING CYBERSECURITY AWARENESS RAISING
CAMPAIGN
A STRATEGIC AWARENESS RAISING CAMPAIGN IS A PLANNED COMMUNICATION ACTIVITY THAT AIMS TO INITIATE CHANGES IN BEHAVIOUR BY
INFORMING, ENCOURAGING, AND MOTIVATING THOSE TO WHOM IT IS DIRECTED.
AN AWARENESS CAMPAIGN STRATEGY SHOULD OFFER CLEAR, MEASURABLE AND ACHIEVABLE GOALS THAT PROVIDE ANSWERS TO IDENTIFIED
CHALLENGES, GASPS AND NEED TO BE MET WITHIN SPECIFIED TIMEFRAMES.
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Campaign objectives should be specific in precisely defining what needs to
be changed, tangible so the progress can be measured, achievable in the
given context and with the resources available, relevant to those on the receiving end, and time limited (SMART).
Problem identification, determining the threats, challenges or practices/
behaviours that the campaign will address, needs to be based on a thorough understanding of the current cybersecurity risks and trends affecting the specific environment.
To this end, in the process of defining the problem(s), it is crucial to consult
and assess data and statistics from public surveys to understand current
levels of cybersecurity awareness and behavioural habits, and reports generated by competent public authorities or relevant research communities to
understand existing and expected trends and developments. Based on such
quantitative and qualitative input on different aspects of cybersecurity a specific problem statement can be drawn, to be addressed by the campaign.
Prioritisation is therefore necessary, especially when approaching a field
that is constantly evolving, where challenges to be tackled often pose as
moving targets, at the same time affecting a large number of stakeholders.
To this end, cybersecurity awareness raising objectives could be focused
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on resolving problems and only some of them could include mitigating
risks involved in adopting new technologies, behavioural change limitations, low cybersecurity incident reporting, responsible use of technology
by children, lack of understanding among parents, increased risks at workplace or insufficient awareness on safe use of social networks.
A well-defined problem statement, supported by data and research should
be easily transferable into a campaign goal, with a set of specific objectives detailing the changes the campaign aims to achieve.
Like any other strategy, a communication strategy should provide a roadmap
on how to achieve these objectives and the overall goal defined. Currently,
common practice in Serbia is to have comprehensive strategic documents
that elaborate on a wide range of problems, but lack specific, granular measures on how to tackle these in full. An awareness raising strategy does not
have to be a complex document nor a complicated exercise. It should focus
on providing a clear roadmap for achieving specific objectives in a given
timeframe and with available human and financial resources.
Gathering data before and during campaigns allows for a critical review
of whether the goals and objectives are defined to ensure that identified
needs will be met, as well as to evaluate the effectiveness of selected approaches once the campaign is underway. Metrics related to social media,
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web site visits and media coverage should be used for monitoring purposes to inform on any necessary adjustments throughout the campaign’s implementation lifecycle.
The key questions to be asked in the process of designing and planning a
cybersecurity awareness raising campaign include:
Q What are the goals and objectives that the cybersecurity awareness
campaign seeks to achieve?
Q Are these objectives developed in a way to respond to SMART standards?
Q What are the specific topics to be covered by the campaign?
Q What are the key messages to be communicated and how should
these be framed?
Q What will be the most applicable slogans or mottos to convey?
Q How to connect these messages to different target groups?
Q What are the best approaches and methods to reach the target audiences?
Q What could be key performance indicators of success to be measured?
Q How will the results of monitoring and evaluation be used in applying
adaptive measures?
Q Which metrics will be used?
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J KEY STAKEHOLDERS AND ACTORS AND THEIR ROLES IN AWARENESS
RAISING
Individuals and organisations, who directly or indirectly work on cybersecurity issues, as well as those who are seen as having the knowledge to
potentially influence public opinion and behaviour are all potential stakeholders in awareness raising efforts. To define a successful strategy, it is
necessary to identify all such stakeholders who have a particular interest
in cybersecurity, actively engage, or are affected by it, and to clearly define
their roles in campaigning at the national level.
Among these, stakeholder analysis and mapping exercises, as well as development of engagement and communication, and networking and coordination plans are found as most appropriate for this purpose.
Identification of stakeholders starts with compiling a list of all known actors dealing with cybersecurity. As cybersecurity affects all aspects of
social and economic life, this initial list will most likely be very extensive,
including a range of public bodies, private sector entities, academic and
media actors, as well as civil society and expert communities. Having an
exhaustive initial stakeholder list ensures that all relevant parties are considered.
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To be able to prioritise and identify key stakeholders this mapping exercise
needs to be properly conducted. This means that the process of stakeholder identification needs to consider stakeholders’ views and capacities in
relation to the proposed campaign goal and objectives. Certain stakeholders can have significant influence on the campaign both in a positive and a
negative way. Some might not be interested to engage. Finally, there might
be stakeholders that are keen to support the campaign but simply lack the
resources to actively engage and contribute. Therefore, the stakeholder
mapping exercise should assess the level of interest, influence in the area,
positions regarding the proposed campaign, and the specific cybersecurity
capacities of identified stakeholders. During this process, it is important to
constantly consider what motivates stakeholders, what is the best method
for communicating with them, and how to ensure engagement.
Finally, success in cybersecurity awareness raising depends on regular and sustained networking among stakeholders, providing a forum for
cross-sector knowledge, experience and resource sharing, which contributes to more effective implementation of comprehensive campaigns. To
this end, it is important to monitor existing efforts and initiatives, identifying programmes and approaches that can complement each other through
coordination and, potentially, joint activities, having a synergistic effect in
communicating the challenges and opportunities in cyberspace.
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On balance, the success of a cybersecurity awareness campaign is dependent on involvement, responsibility and cooperation of the government,
businesses (particularly technology companies, telecommunications, software and financial services), media and other relevant non-state actors.
Ideally, the campaign should be supported by a multitude of partners that
can bring resources whether through direct funding, development of resources or inclusion of vulnerable groups.
The key questions to be asked in the process of stakeholder analysis include:
Q
Q
Q
Q
Q
Q
Q
Q
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Who could be most affected by cybersecurity threats?
Who could influence the awareness raising campaign?
Who knows the nature of the cybersecurity challenges?
Who is interested in enhancing the cybersecurity posture of their organisation or business?
What approach to awareness raising is proposed by the stakeholder at
hand?
How were previous cyber incidents handled by the stakeholder at
hand?
Who is using online services the most and how?
To what kind of cybersecurity threats is the stakeholder at hand exposed to?
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Q Why should businesses be concerned?
Q What resources (internal capabilities, financial, existing platforms,
partnerships) could be contributed by the stakeholder at hand?
An indicative list of the types of stakeholders to be considered within the
mapping exercise is provided in the table below.
Stakeholder list
Public sector

Public sector

Civil Society

Professional
associations

Governance and
agencies

Technology
companies

CSOs and advocacy
groups

Business
associations

Academy

Media

Academia and
universities

Traditional media
Bloggers
Social media
influencers

CERT and CSIRT
community

Telecoms and ISPs

Trade unions

Public administration Financial institutions Human rights
groups
Healthcare
institutions

HR companies

Judicary and
prosecution

Retailers and onlline Education platforms
shopping

MPs and local
authorities
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Professional bodies Academic expert
networks
Erasmus programs

Online media and
portals
Bloggers

Public-private
initiatives

International CSOs
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J TARGET AUDIENCE MAPPING AND IDENTIFICATION OF SPECIFIC
NEEDS
To clearly understand those to whom the campaign should address directly, it is necessary to analyse the audience or target groups to get insights
into their behaviours, habits, knowledge and experiences, trends that affect
decisions and the environment in which they function. To ensure broad coverage of societal groups, all potential target audiences should be identified.
To be successful, a campaign needs to start from developing an “ideal”
representative of the respective audience(s) it aims to target. Malicious cyber actors never intend to target all of the population at once, rather, they
primarily focus their efforts on where they see the greatest potential vulnerabilities and who they perceive as a possible weak link. A cybersecurity
awareness campaign therefore needs to ensure that those seen as most
vulnerable are properly engaged and equipped with the necessary knowledge and basic skills, requiring a segmented approach tailored in a way to
ensure that identified needs of different target audiences are taken into account.
Proper segmentation and analyses of needs of different groups in society,
as potential target audiences, are therefore necessary. Given the sheer au-
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dience size of national awareness campaigns, it is important to pay due attention to carefully tailoring topics covered, key messages and campaign
materials to the different groups in society that the specific campaign aims
to reach out to taking various vectors into account, including age, gender,
social background and status, level of education and societal “role” (e.g.,
child, parent, teacher, public or private sector employee, etc.) to name a
few.
At a high-level, this clustering of target audiences will see an identification of broad categories to be broken down further based on their specific
characteristics and depending on the potential existence of additional subgroups within. Some of these broad categories include:
Q Civil servants and state officials. The public sector collects and processes vast amounts of personal and sensitive data, necessitating adequate safeguards against potential breaches or (un)intentional data
leakage which includes civil servants with appropriate knowledge and
awareness of basic cyber hygienic practices. At the higher management level, further insight into good practice approaches to cybersecurity, the number and type of threats and the potential consequences
of a successful incident will support more informed decision-making.
In addition to this vertical segmentation, horizontally, cybersecurity
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threats and challenges will differ for public sector employees in the
health sector, to those that their peers experience in the financial sector, for example. These particularities pertaining both to specific positions within the system, and the type of work performed, should be
addressed by a comprehensive awareness campaign.
Q Private sector employees. Raising awareness in the private sector or
different organisations, can employ concepts similar to those designed
for the public sector. Roles in business processes and job positions
within a company define the specificity of the target audience and consequently define the campaign approach. For instance, persons holding clerical positions need to be aware of basic cyber hygiene rules
such as do not click, use of strong password or to be able to recognise a phishing email. On the other hand, senior leadership should receive a different type of awareness raising supporting informed and
risk-based decision-making. One specificity of the private sector could
arguably be the notion that private enterprises are more likely to become victims of targeted cyber-attack aimed to achieve financial gain,
causing serious damage to process and operations. Therefore, campaign elements developed to target private sector entities need to recognise dependencies between awareness levels, business process
requirements, and possible consequences of cybersecurity incidents.
The latter becomes especially important if a given entity provides an
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essential service, meaning any problems in business continuity will
have a national-level impact.
Q Children and youth. With the increased digitalisation of education on
the one hand, and the frequency of using technology in their free time
on the other, children and youth need to be educated about the safe
and secure use of technology. Laptops and tablets at school, the use of
mobile devices, means of communication, practices of sharing information, and social media exposure are all factors that need to be considered in defining the needs of this group and understanding the risks
they are exposed to. To this end, the development phase of a campaign
should see the involvement of relevant experts that could provide
specific input regarding the challenges faced and best approaches
in communicating key messages, with educators and parents having
a vital role. Additionally, campaigns targeting school children could
also consider using this method in building a communication strategy
around peer relations, having older classmates acting as role models
for their younger peers.
Q Educators and parents. Having an important role in supporting efforts
aimed at children and youth, educators and parents should be considered as a separate target group within the overall strategy for cybersecurity awareness raising in the education sector. When designing
approaches to target these two broad audience categories a differen-
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tiation should be made between primary and secondary audiences. A
primary audience is that which the campaign seeks to directly affect
(in this case, children and youth), whilst a secondary audience is expected to employ the leverage it has to encourage and support behavioural change (in this case, educators and parents).
Additional broad categories that could be further explored and explained
could include media actors, academia and civil society organisations all
that are seen as potentially vulnerable or exposed to cybersecurity threats
and misuse of the online tools and applications for harming or endangering
individual rights and freedoms.
On balance, in order to efficiently approach the target audience identification phase of developing a comprehensive awareness raising campaign,
the following steps should be applied:
Q Audience identification
Q Audience segmentation
Q Determination of specific audience needs
These steps will support the subsequent phase of defining key campaign
messages.
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The key questions to be asked in the process of defining the target audience(s) of a cybersecurity awareness campaign include:
Q What does the audience already know?
Q What does the audience need to know?
Q Was a knowledge gap analysis conducted and what do the results indicate?
Q Are there groups that face specific risks or experience specific attack
methods, making them additionally vulnerable if provided only with a
basic, general approach to cybersecurity awareness raising (e.g. the
elderly, women, girls, marginalised groups)?
Q Is there a particular audience that is of a higher priority compared to
others?
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An indicative list of possible needs per target audience to be scoped in detail within the target audience analysis phase is provided in the table below.
Target audience needs
Government
employees

Online customers

Business

Children

Media

How to recognise social How do you use online
engineering techniques? services?

How to protect online
businesses?

How to be safe online?

How to protect sensitive
research data?

How to deal with
phisihing emails?

How to protect financial
information?

How to protect corporate How to address
data?
cyberbullying?

Why are strong
passwords important?

How to secure the safety How to educate their
of devices used?
employees?

How to protect identity?

Howe to deal with digital
smear campaigns?

What are don’t click and
clean desk policies?

How to preserve privacy What are the common
online?
attack vectors?

Where to go for help?

Where to go for help?

What is the cybersecurity Where to go for help?
role of the employee?

What are the steps
needed to be safe online?

What resources are
available?

How to report incidents?

Behave responsibly
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Be aware and careful Practice
cybersecurity

Be safe online

Be aware about
threats

Strategic guidelines for Cybersecurity awareness raising programs

contents

J DEFINITION OF KEY MESSAGES TAILORED TO IDENTIFIED TARGET
GROUPS
A campaign’s key messages need to be defined according to the inferred
needs and characteristics of the identified target audience(s) in order to be
relatable and ensure easier take up, as only then will they be able to reach
those for whom they are intended, supporting the achievement of campaign objectives and overall goal. These messages need to provide answers to what, why and how users at all levels should apply sound cybersecurity behaviour to protect themselves and make their respective private
or professional environments more resilient.
Communicating cybersecurity topics is a complex task because it seeks to
achieve two specific outcomes in parallel, to motivate and to build capacity for change of established behavioural patterns and practice. Messages
advocated through an awareness campaign need to be sufficiently comprehensive to be persuasive. In addition to being comprehensive, campaign
messages also need to be simple and easily understood to ensure they are
received, understood and adhered by the target audience. Otherwise, complex messages are at risk of being ignored. The targeted audience must
understand that the message is directed at them, and that the application
of suggested cybersecurity practice is not voluntary. The way in which
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messages are framed should mirror the language and ways of communication (e.g. jargon) used by the targeted audience to make them more relatable. To achieve this, the campaign needs to ensure that the key messages
communicated:
Q
Q
Q
Q

Attract the attention of diverse targeted audiences
Are clearly understood
Motivate and call to action
Are received, understood and easily recalled from memory

Messages must be attention grabbing, frequent and unique to cut through
the constant inflow of advertisement, the 24-hour news cycle, and continuous stream of social media. They must be convincing and memorable.
Advice should be framed in a positive tone and followed by simple actionable steps. To make messages relevant and communicate cyber threats
in a more tangible way, it is important to make references to the potential
consequences these may have on everyday life, such as financial damage,
having sensitive personal data publicly exposed, or losing dear memories
(e.g. photos). Focus on everyday life stories makes communication more effective. To this end slogans are a very important element. Slogans are the
short punch lines that are easily recognisable and set the tone.
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Messages need to be framed in reference to the conducted segmentation of target audience(s). For example, messages aimed at business entities should focus more on protecting networks and fostering education
of employees, while messages directed at online shopping platform users
should talk more about protection of financial data.
When encouraging an audience to take action, the message should be as
specific as possible about the exact steps and actions to be taken. The targeted audience should receive clear instruction on what is expected from
them to do, how to do it and what are the outcomes. These are key elements in any call-to-action communication.
For example, a message stating “Make a strong password” is clear, but the
action is not very specific, and it may be difficult for the audience to translate the instruction into an actionable item. This can be mitigated by a simple adjustment of approach, framing the message communicated to “You
can help fight cybercrime by just keeping your password strong” instead,
making it more specific and achievable.
Finally, messages should be motivational, in order to circumvent the motivation barriers of the target groups. Key to consider in this regard is that
campaign messages should avoid focusing on communicating and instilling
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fear of possible disciplinary action, penalties and fines, grave consequences or venturing into the digital sphere overall, depending on the targeted
audience. Instead, a campaign should be developed and implemented in a
positive tone, encouraging individuals to take appropriate action by re-labelling them from the common “weakest link” into the necessary “first line
of defence” of their own digital lives as well as their respective environments
Negative: Don’t share too much of personal information on social networks because cybercriminals will easily misuse or steal them.
Positive: Take care about your personal information on social networks. Review
your privacy settings and limit how much information you make available.
Another important aspect is a campaign’s visual branding or identity. This
requires a skill set involving public relations, marketing, and creative visual design to formulate and express cybersecurity topics in such a way that
the key messages and the reasoning underpinning these are simply understood.
The key questions to be asked in the process of designing the key messages of a cybersecurity awareness raising campaign include:

90

Strategic guidelines for Cybersecurity awareness raising programs

contents

Q Will the target audience recognise themselves in the message?
Q Does the message use familiar terminology, expressions and way of
communicating (jargon)?
Q How likely is the target audience to trust the source of the message?
Q Is the message easy to ignore?
Q Is the required behaviour clearly set out?
Q Does the message provide actionable items?
Q Does the message convey appropriate urgency and timelines?
Q Does the message support an understanding why these actions are
necessary?
Q Are the consequences of inaction clearly set out?
Q Does the action sound fun, interesting, or intriguing?
J COMMUNICATION CHANNELS, TECHNIQUES AND MEANS OF
COMMUNICATION
A communication channel enables awareness messages to reach the targeted audience. The set of communication channels and tools employed
needs to be aligned with the nature and habits of the target group, with the
times and frequency of publishing defined by a dedicated communication
plan, and harmonised with the defined campaign objectives and overall

91

Strategic guidelines for Cybersecurity awareness raising programs

contents

goal. Possible communication channels range from print media and traditional audio-visual media (TV and radio), to digital and online media, but
also to interpersonal channels, such as community outreach activities, dedicated workshops and training, and the like.
It is necessary to understand how the target audience(s) use different communication channels, for what purpose and how often. Assessments and
reports on media habits (traditional and digital) and metrics on social networks usage provide insight into the most frequently used communication
platforms by different target audiences, supporting thus identification of
the spaces and environments where these audiences commonly gather, in
order to localise outreach activities.
When operationalizing communication through the use of various communication channels, due attention must be dedicated to ensuring consistency
of messages across the different platforms employed. Although the specific format of the message will vary depending on the communication channel, the underlying notion it aims to transmit needs to remain the same.
Consistency will ensure that key messages are relayed regardless of the
format, but also provide for overall recognisability of the campaign across
the different communication channels that individuals from the targeted
audience make use of.
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Relatedly, the format of key campaign messages needs to be adjusted to
each of the communication channels employed. For example, a message
will have one format if delivered via Twitter and Instagram and slightly different ones when communicated via Facebook and LinkedIn, or TikTok and
SnapChat. Although having completely different dynamics, these communication channels most likely overlap in terms of users, which further highlights the need for consistency in framing key campaign messages.
Selection of a channel will also influence the techniques used in communicating the campaign messages. On Instagram, usually messages are found
to be well designed or with outstanding images, while on LinkedIn messages might be accompanied by a feed or statement to trigger discussion.
The following list provides a short overview of key characteristics of different communication channels that could be employed for delivery of key
messages of a cybersecurity awareness raising campaign.
Print media
Print media is a good channel for reaching the general public and decision makers, through newspapers and dedicated press releases, alongside
sponsored material, contributions or interviews in more specialised magazines or weeklies.
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Campaign promotional materials and print advertising help draw attention
to the project. These can be disseminated at dedicated promotional events,
via direct mail or through street action, or made visible in general public
spaces and places of gathering.
Q
Q
Q
Q

The different types of print media include:
Press – newspapers, magazines, press release magazines
Promotional materials – posters, flyers, brochures, calendars, pamphlets
Advertising – billboards, advertising boards, food menu flyers, signs

Audio-visual Broadcasters
Broadcast communication channels including radio and television outlets
are effective because of their wide outreach to various audiences. Video
and audio materials are typically 15 or 90 seconds long in order to draw attention and be cost effective in terms of broadcast time. Radio jingles are
powerful tools for sending messages since people listen to the radio while
working, studying, driving or doing sports and during other leisure time or
socialising activities.
Best-practice advice in terms of planning TV broadcasting relates to the
selection of media outlets with adequate numbers of viewers, geographical
outreach and airing slots, ensuring a balance between “primetime” broadcasting and off-peak viewing times.
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Digital and Online Media
Web sites can be a successful way to communicate all campaign elements
in one place. In terms of outreach, online presence works best in combination with other communication channels, with the web site URL provided in
order to route traffic to specific content. An alternative approach is to create dedicated subpages on current web sites of relevant stakeholders leading or supporting the campaign, and post campaign materials there.
Mobile applications can be created to allow two-way communication, receiving direct feedback and enhanced interaction with the audience. Other advantages are related to easier ways for collecting data, promotion of
events, community management etc.
Email campaigns or regular information sharing through dedicated campaign newsletters allow for tailoring communication to fit the needs and
interests of the target audience based on a selection of specific topics of interest that the campaign covers.
SMS campaigns are still frequently used by advertising companies and can
be useful for quick and short delivery of campaign messages especially
when such SMSs are informative and provide easy tips on how to be better
protected.
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Mobile channel or voice and instant messaging applications such as Viber,
WhatsApp, or Telegram can be used for establishing communities around
the topics of cybersecurity, and can also be employed for establishing links
with promotional activities conducted on other communication channels.
Social Media
Considered as low-cost outreach tools, social media platforms leverage the
power of peer-to-peer recommendation and word of mouth dissemination
of information. These channels allow for constant, real-time engagement
with targeted audience(s), and enable reaching a significant number of followers quickly, and establishment of communities of interest.
Community building and community engagement are the primary aspects
when it comes to devising social media communication campaigns. Before
launching a campaign on social media channels, a social media strategy
should be developed. This will help to decide on the campaign elements
that are to be adjusted for social media platforms and the ways in which
this is to be done, determining also the time and frequency at which the
prepared content is to be shared.
Facebook/Meta is the world’s largest social network with the largest blend
of demographics compared to any other social platform. Facebook offers a
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wide range of targeting options based on interests (e.g. shopping and lifestyle habits), demographics, and behaviour (device type, operating system,
digital activities, etc.).
Twitter is based on constant updates, news, articles and the use of
hashtags. Hashtags
contribute to attracting followers and are constantly updated according to a
predefined plan of posts or activities conducted.
Linked-In is the most suitable social media network for professional networking. It allows outreach towards groups of professionals in any field.
One of the best features for businesses are LinkedIn Groups where professionals can exchange information regarding common issues.
Instagram is a photo-sharing platform suitable for reaching younger populations and can be used for cybersecurity awareness campaigns aiming to
foster people to share or post new photos using hashtags on cybersecurity
tips and tricks and easy to apply instructions.
Video-based social networks such as TikTok can be used for targeted communication to children and their parents but also use influencers and fan
bases in engaging young people with cybersecurity topics.
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Broadcast platforms
YouTube as a leading video streaming platform could represent an extremely useful resource in disseminating awareness raising videos but
also for live streaming of events and interactive engagement of followers. In addition, YouTube can be used for creating specialised topical video
channels for regular communication of cybersecurity topics and for building a base of subscribers that would regularly follow the content. Integration with other social media platforms allows for video material to be easily
shared on social media pages.
Podcasts are digital audio files that a user can download to a personal device for easy listening. These can be useful tools in conducting systematic
communication on directed to target groups that are more familiar with or
interested in cybersecurity topics such as experts, decision makers, private
sector, students or journalists.
Pop and subculture channels
Documentaries: creating personal stories on cybersecurity related topics
or supporting investigative stories on cyber related problems such as cyberbullying among school kids.
Engaged theatre plays: represents a form of a communication approach
aiming at prompting reactions in the audience that will further trigger dis-
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cussion and learning about social related problems. It can be used for
more engaged discussions on online safety or hate speech, digital bullying
targeting specific groups and consequences for individual rights and freedoms.
Street art: making a message visible through graffities or murals, provoking reaction. It can be used for campaign’s messages dissemination utilising the word-of-mouth concept.
Subvertising: the practice of making spoofs or parodies to turn people’s attention toward campaign messages. This is a provocative way to increase
visibility of a particular problem the campaign is looking to address.
Music and video completions: engaging the younger population to compete
and present problems that a campaign is dealing with in creative ways.
This approach encourages learning and research of competition topics and
allows for indirect knowledge transfers and can be easily used for promotion of cybersecurity awareness among this target group.
The key questions to be asked in the process of selection of communication
channels to be employed by a cybersecurity awareness raising campaign
include:
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Q What are current practices of campaign leads and supporting stakeholders in using different communication channels?
Q Is there any internal experience of working with different types of media?
Q What do the most up-to-date trends on media habits and metrics on
social media usage show?
Q What are the most common platforms widely in use by the identified
target audience(s)?
Q Can advertising companies be expected to have an interest in joining
the campaign?
Q Is free air-time available at national broadcasters (TV or radio)?
Q What media or civil society organizations help pass on the message
through their channels?
Q What additional communication channels can be used by building a
wider partnership network with media, CSOs, private sector or influencers?
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